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1. Point your web browser to http://remote.courts.michigan.gov

1.1. Be sure to use “michigan” rather than “mi.”

2. Follow the instructions on the web page to install the Cisco Secure Desktop software. Click on the warning
message at the top of your browser to begin the process.

'@' This website wants to install the following add-on: 'Cisco Secure Desktop' from 'Cisco Systems, Inc.', If you trust
the add-on and want to install it, click here...

il Cisco Secure Desktop

CISCO
& WebLaunch Using ActiveX for Installation
Please look at the top of your browser for the -
_ Platform i i -
Detection
- ActiveX Install Act

“What's the Risk?

m

Information Bar Help

To proceed with set up, select "Install ActiveX
Control”. If vou are an administrator of this
device, please accept the UAC prompt if you see
it, otherwize, please =elect Cancel. I
Continuing in 8 seconds [=kip].

Figure 1: Cisco Secure Desktop Installation

3. Click the “Install” button to proceed.

r = ——= 7] B
Internet Explorer - Security Wam?ng — l g

Do you want to install this software?

‘—"‘. 1 Name: Cisco Secure Desktop
Publisher: Cisco Systems, Inc.

@More options Install ] [ Don't Install ]

[y ﬁ] While files from the Internet can be useful, this file type can potentially harm
@/ your computer. Only install software from publishers you trust, What's the risk?

Figure 2: Security Warning
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4. After the installation has completed you will see the Michigan Supreme Court — Secure VPN Service page.

= ) ) = P »
5. Favorites & Michigan Supreme Court - Secure... ff v B} v =1 om v Pagev Safety~ Toolsv (@~

Michigan Supreme Court - Secure VPN Service

Please enter your username and password.
GROUP: ASi400 v

USERNAME: | |
PASSWORD: | |

Done & Internet | Protected Mode: Off 4 v ®100% ~
Figure 3: MSC Secure VPN Service Page

5. From the “GROUP:” drop-down list, select the remote access policy you have been assigned.
5.1. For example, MSC_User.

6. Enter your username, for example “mercerc” — without the quotes. If you have a PIN, skip steps 7 — 9 and

enter your passcode as PIN + token code. If your PIN = 1234 and tokencode = 159759 then your passcode
is 1234159759.

Please enter your username and password.

GROUP: Citrix_Only -
USERNAME: | |
Passcode | |

Figure 4: Login prompt
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Figure 5: SID700 SecurID token

8. If you do not have a PIN, you will be prompted to create one. Choose a PIN from 4 to 8 digits and click

“Continue.”
New PIN Required

You must enter a new numeric PIN from 4 to 8 digits to
continue,

Mew PIMN

Verify PIM

[ Continue ][ Cancel ]

Figure 6: New PIN required

9. Wait for the token code to change then enter your passcode. Your passcode is the combination of your PIN
and token code. For example, if your PIN is “1234” and your token code is “159759” then your passcode is
“1234159759” — without the quotes.

IMPORTANT: From this point on you will use your passcode to authenticate.

PIN + token code = passcode

Enter new PIN with the next card code to complete
authentication.

Mare information is required to log in.

Response

Continue ][ Cancel ]

Figure 7: Verify passcode
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10. After you have successfully authenticated, you will see the VPN portal with links to your assigned
resources.

5y Favorites | @ https://remote.courts.michigan.g... fi v B v = @ v Pagev Safetyv Took~ @~

Michigan Supreme Court - Secure VPN Service

[—

i) Address http// Browse Logout |
Logout

| ¥eb Bookmarks = |
& Citrix Web Site

(&2 Web Applications

Done € Internet | Protected Mode: Off ‘v H100% ~

Figure 8: Secure VPN portal

11. Click on the Citrix link, login using your Novell username and password. Use the default settings for NDS
context, and NDS tree.
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Preferences

Welcome

Log on to access your applications.

g User name: [IE{d37d
% Password: LD
. NIANEGTICHI [Find Context]

N
NDS tree:

Figure 9: Citrix Logon

12. Install the Citrix Client. Check the box to accept the Citrix license agreement, next click the “Download”
button to continue.

Download Client Other Options
[

Already installed
Try later

Log off
J. Download

j Clicking Download will install software on your computer, More information on security...

Figure 10: Download the Citrix client

13. On the File Download — Security Warning dialog box, click the “Run” button.
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File Download - Security Warning

Do you want to run or save this file?

@ Name: CitrixOnlinePluginWeb.exe
Type: Application, 11.0MB
From: remote.courts.michigan.gov

[ Run ][ Save ][Cancel]

i 2. While files from the Intemet can be useful, this file type can
s’) potentially ham your computer. if you do not trust the source, do not
= run or save this software. What s the risk?

Figure 11: Citrix file download warning

14. On the Internet Explorer — Security Warning dialog box, click the “Run” button.

-

Internet Explorer - Security Warning

Do you want to run this software?

[H

Name: CitrixOnlinePluginWeb
Publisher: CITRIX SYSTEMS, INC

More options [ Run J [ Don't Run ]

l\@

While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. What’s the risk?

Figure 12: Internet Explorer - security warning

14.1. Once you see the “Installation completed successfully” dialog box, click “OK” to continue.

15. Next click on the Citrix Helper Control warning at the top of your browser window and choose “Run Add-

on” from the menu.
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@' This website wants to run the following add-on: 'Citrix Helper Control’ from 'CITRIX SYSTEMS, INC'. If you trust the website and the add-on and want
to allow it to run, click here...

Click on the Information Bar (at the top of the page) and select Run ActiveX Control from the menu, Try later
Log off
‘€ Citrix XenApp - Allow ActiveX Control - Windows Internet Explorer

@ =) ‘@ http://servername.domain.com/Citrix/XenApp/ clientDetection/nativeClientC

W ke @) Citrix XenApp - Allow ActiveX Control |

9‘ This website wants to run the following add-on: 'Citrix Helper Control' from 'Citrix Systems'.
Run ActiveX Control
What's the Risk?

More information

Problems downloading? Try downloading the software again.

L

~
.9 Enabling the ActiveX control will allow the client to run on your computer. More information on security...

Figure 13: Citrix Helper Control ActiveX warning
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Do you want to run this ActiveX control?

Name: Citrix Helper Control I
Publisher: CITRIX SYSTEMS, INC

[ Run ] 1 Don't Run

| | This ActiveX control was previously added to your computer when you installed
._'ﬁ another program, or when Windows was installed. You should only runit if you
= trust the publisher and the website requesting it. What's the risk?

_— = e S

Figure 14: Internet Explorer - Citrix Helper warning

17. You will now see the Citrix application portal. The Citrix portal will allow you to access your assigned
applications.

i¢ Favorites | @) Citrix XenApp - Applications ‘ % v B v ] o= v Pagev Safetyv Toolsv |

CiTRIX

Applications Messages ﬁ” Preferences «

Log Off | Reconnect | Disconned

V An appropriate client is available on your computer.

" Applications N

|
L@ Refresh

Office 2007 Desktopl Groupwise Mappis

Hint: Click Disconnect to pause any running resources started from this computer. (X

Figure 15: Citrix application portal

18. To request remote application access, please send an email to the Automation group.
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19. The first time you run an application from the Citrix portal you will be prompted to grant access to your
local file system. In order to copy files directly from your home PC to your office drives such as g:\ or f:\,
select “Full Access, and “Never ask me again, and click the “OK” button.

(@ Ciient File Security e |
L]
CITRIX'

A server application is requesting access to your
local client files.

What access do you want to grant?
) No Access

" Read Access
©) Full Access

Do you want to be asked again?
() Always ask me

"1 Never ask me again for this site
@ Never ask me again

Figure 16: Citrix client file security
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